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Message from Region 10 Executive

A Message from the Region 10 Regional Executive: Hal Prink, FHFMA

As my year as Regional Executive for Region 10 draws to a close | have been encouraged by the volunteer
leaders in our Region as they have faced challenges this year on meeting their goals for the Chapter Bal-
anced Scorecard and Davis Chapter Management System.

In my most recent conference call it appears that most will meet their education and membership goals
in spite of a tough economy and healthcare tightening budgets for membership and education. They had
to become creative and did with lunch and learn programs, one day programs, webinars and with the sup-
port of HFMA National participation in the Virtual HFMA Conference.

We have a Region loaded with volunteer members who are willing to go the extra mile to make it happen.
The fruits of their labors will be recognized at the HFMA Annual National Institute in June 2010 in Nash-
ville at the Chapter Presidents Dinner when many awards for excellence are given out and we expect our
Region to be well represented.

In addition, | had had the opportunity to meet many of our members as | visited chapters and interacted
with the Presidents and Presidents-Elect in meetings and on conference calls.

I will turn over these responsibilities to Dave Chohon from the Arizona Chapter after the LTC and know he
will continue to lead our Region very effectively.

A major accomplishment we are making this year is the instituting of Region 10 Webinars which you will
be hearing more about in the coming months.

Thanks for a great year and look forward to seeing many of you at the ANI in Nashville in June

Hal Prink, FHFMA
Region 10 Executive
halprink@comcast.net
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HFMA Utah Chapter Welcomes Its Newest Members

The HFMA Utah Chapter wishes to welcome several new members:

Steve Samuelson
Accountant
University of Utah Hospital

steve.samuelsen@hcs.utah.edu

John P. Evensen

Director Enterprise Revenue Cycle Solutions

McKesson

john.evensen@mckesson.com

Bryce U. Akagi

Decision Support Manager
Intermountain Healthcare
Bryce.Akagi@imail.org

Darin Malchus
Chief Financial Officer
Kids Behavioral Health of Utah

darin.malchus@psysolutions.com

Amy Boyack
Senior Business Analyst
University of Utah Health Care

amy_boyack@yahoo.com

Leslie Kurys

Financial Analyst
University of Utah Hospital
U0641987@utah.edu

Brent Anderson
President
DataMetrix

brent.anderson@data-metrix.com

Zaron Nelson
Senior Financial Analyst
Intermountain Healthcare

zaron.nelson@imail.org

Mike Schouten
Ingenix, Inc.

Mike.Schouten@Ingenix.com
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Avoiding Data Breaches

Avoiding a medical data breach
By Bruce Nelson, Vice President at SearchAmerica®, a part of Experian

More than 30 health care networks of all sizes recently have been victimized by identity thieves and data
breaches, and more are expected in 2010. These events are extremely costly to the organization. In the
short term, the reparations and notices to patients and the fines imposed by government entities are
quite costly. However, the greater risk is the long-term negative impact on the hospital’s credibility and
reputation in the community.

Unfortunately, experts predict this trend to continue well into 2010 and beyond, and hospitals want to
mitigate their risk as well as protect their patients’ medical information and their network from this poten-
tial financial and public relations disaster.

Health care is well-suited for breaches

Most data breaches can be attributed to employee theft or mismanaged data practices, often initiated by
disgruntled or departing staff. This is bad news for hospitals. Health care organizations experience a high
churn rate of employees annually — 6.5 percent — almost double the general turnover average of 3.6 per-
cent, according to the Ponemon Institute. With more employees entering and exiting the hospitals’ pay-
roll, the risk of breaches increases.

Additionally, health care is expensive, and identity thieves see it as a business opportunity. With more in-
dividuals out of work or underinsured, the market for health information is more lucrative, which draws
even more attention from identity thieves.

The government responds with the HITECH Act

Proactive protection of health information is now mandated under the Health Information Technology for
Economic and Clinical Health (HITECH) Act — which requires health care institutions to develop notifica-
tion and prebreach programs — as well as state laws in California and Missouri. This 2009 legislation ex-
pands current federal privacy and security protections of health information.

According to the Energy and Commerce, Ways and Means, and Science and Technology committees, the
HITECH Act strengthens the enforcement of federal privacy and security laws by increasing penalties and
providing greater resources for enforcement and oversight.

Among other mandates, the HITECH Act outlines how hospitals notify their patients and community of a
breach through the following notice types:

e Actual notice: Affected individuals, guardians or next of kin must receive written notice at their last
known mail or email address.

e Substitute notice: If contact information is not available, the health care network must provide substi-
tute notice, usually in the form of a conspicuous posting on the network’s Website or other location
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and/or a media notice, as soon as reasonably possible.

e Media notice: For breaches affecting 500 or more residents of a single state or jurisdiction, the hospi-
tal is required to provide notice to prominent media outlets in that area.

e Secretary notice: Hospitals must notify the U.S. Department of Health & Human Services in all in-
stances of breach. The format and timing of the notice vary based on the number of affected individu-
als.

Given these guidelines and penalties, a hospital’s best choice is to proactively curb medical data
breaches before they occur.

Best practices for hospitals

Deterring and detecting data breach threats don’t happen by chance. Leading health care companies are
taking advantage of new processes and proven solutions used in other industries, namely financial and
credit card markets, to prevent breaches from occurring. The following are a few best practices that hos-
pitals should consider implementing in 2010:

e Appoint a responsible party. Hospitals should make data breach avoidance part of an individual’s or a
team’s job description. Naming an accountable resource will initiate process improvements, direct
noncompliance inquiries to a centralized area, determine who would perform any investigations, and
lead all legal and notification efforts in the event of a breach.

e Expand compliance training. A variety of individuals need access to patient health information to per-
form their job. They may be staff, contractors, third parties or temporary workers. Hospitals need a
process to ensure that all these individuals participate in annual compliance training. No exceptions.

e Build a compliance culture. The entire hospital community should value the privacy of patients’ data
as part of the organization’s mission. This includes offering trusted avenues to report noncompliance
activities. All individuals — staff, contractors and partners — should be diligent in their compliance and
alert the responsible party to processes and/or individuals who may be operating outside of privacy
policies.

e Monitor information. Automated monitoring of employee and patient information will alert hospitals of
possible data breaches, often before they impact hundreds of individuals. Used by thousands of cor-
porations across the United States, third-party products and services are available to monitor credit
reporting agencies and proactively alert organizations of fraudulent events. Equipped with this unbi-
ased information, hospitals can take appropriate action.

Medical data breaches are problematic for hospitals. Progressive health care professionals are looking at
new means to protect themselves, and they are finding their answers from colleagues in other industries.
To provide maximized results, hospitals need to advance their culture, training and systems to encourage
compliance in every activity and have planned responses to potential threats.
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2010 -11 Utah Chapter Officers
& Board of Directors
President Director (Program Chair)
Scott Schofield Douglas M. Smith
scott.schofield@imail.org doug.m.smith@imail.org
(8071) 442-3460 (801) 387-3713

President-Elect/Program Chair
Douglas M. Smith
doug.m.smith@imail.org
(801) 387-3713

Secretary (& DCMS Chair)

Jared J. Spackman
jspackman@iasishealthcare.com
(801) 964-3104

Treasurer

Regan Richards
regan.richards@hsc.utah.edu
(801) 587-6366

Past Chapter President
Charles L.. Birkinshaw
clbirkinshaw@mmm.com
(801) 2654371

Director (Membership Chair)
Jennifer L. Muhlestein
Jennifer.muhlestein@hsc.utah.edu
(801) 587-6700

Director (Newsletter Chair)
Sherri Whiting
sherri.g.whiting@gmail.com
(801) 2214784

Director (Program Co-Chair)
Christopher S. Bruerton
christopher.bruerton@imail.com
(801) 442-3315

Director (Founders Contact)
Rob E. Benda
rob.benda@mercer.com
(801) 533-3631

Director (Certification Contact)
Laurie Janssen
laurie.janssen@imail.org

(801) 507-2442

Director (Sponsorships Chair)

Chris Coccimigio
ChrisC@NortAmericanRecovery.com
(801) 741-8981

Webmaster

Randy K. Baker
randybaker@utah.gov
(801) 538-6733

Director (ExOfficio)
Deb Wynkoop
deb@uha.com
(801) 486-9915

2010 Chapter Events

. May 21 “Officer installation & Annual Golf Outing” - Half-day Meeting (More details to

come)
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2010 Utah Chapter HFMA Sponsors

Platinum Level Sponsors - $3,000 Annually
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2010 Utah Chapter HFMA Sponsors - Continued

Gold Level Sponsors - $2,000 Annually
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2010 Utah Chapter HFMA Sponsors - Continued

MOUNTAINSTAR

— a family of hospitals

Bronze Level Sponsors - $500 Annually

NORTH AMERICAN RECOVERY

RAY QUINNEY & NEBEKER
ATTORNEYS AT LAW




